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Digital Human Rights and Digital Police

Abstract:

Like other societies of the world, Arab societies have witnessed a digital
transformation that has led to dependence on information and communication
technology and the internet in all areas of life. Moreover, the digital revolution
has resulted in the emergence of information society, and spread of new rights
known as "digital rights”, which are indispensable to preserving human dignity
against threats of the digital age. Since police are the primary protector of public
rights and freedomes, it is their responsibility to protect digital human rights and
promote its respect in all fields, including the field of law enforcement. However,
lack of digital rights awareness among Arab police forces and the incomplete
readiness of security forces to face the challenges of the digital age, both
constitute the research problem and the basis of its importance, objectives,
guestions and hypotheses.

The study was divided into three sections; the first dealt with the definition of

digital human rights, explaining their meaning and scope by presenting the
definitions of international organizations. In addition, it clarifies the social,
economic and political dimensions of digital rights, and highlighting the
importance of Arab police forces to be familiar with these modern rights.

The second section discussed the violations against digital human rights and
determined those violations related to the financial and ethical aspects of digital
rights. Also, it identified digital human rights violations that police forces are
accused of committing.

As for the third section titled: the role of the police in protecting and promoting
digital human rights, it dealt with international and national legal frameworks
which support the function of police in protecting digital rights. Furthermore, it
contained a review of the efforts and initiatives of international and regional
police agencies in protecting and promoting digital human rights, besides the
efforts of the Arab police forces in this aspect. Finally, the study was supported
by a questionnaire on the awareness and readiness of Arab police forces to deal
with digital human rights issues, with the aim of providing more realistic results
that serve modernisation of police practices in the field.

Keywords: Digital human rights, digital police, digital crimes, human rights
laws, Arab states.
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Meaning in English
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Meaning in Arabic
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UDHR

Universal Declaration of Human Rights

Sy (3 sial allal) oSey)

ICESCR

International Covenant on Economic,
Social and Cultural Rights

LalaiBY) (5 gially (aldd) deal) agall
A ALE8 5 dpelaiaYly

ICCPR

International Covenant on Civil and
Political Rights

Aaa) ggaally Galdl) sl agal
Lplad) g

ECHR

European Convention on Human Rights

Ghady) Ggiad A, 9Y) A 8UETY)

HRC

United Nations Human Rights Council

Baaial) aadl alill Ly (358 (ulaa

UNESCO

UN Educational, Scientific & Cultural
Organization

A8UEL) 5 alal) g 4y 5l Baatial) aaY) daliie

EU

Europe Union

gﬂ.JJJm ady Jga

OSCE

Organization for Security and Co-
operation in Europe

3\*3‘)39‘ Gl g oY) dalaia

EDRI

European Digital Rights

Auad ) (5 g8all A g oY) Aaliial)

EDRI-CDR

The Charter of Digital Rights

Al (3 oiat) (3l

ENISA

EU Agency for Network & Info Security

o ead) (S 9% Alany) AWK g

AMNESTY

AMNESTY International

@J.ﬁ\ sial) Aalats

EUROPOL

EU Law Enforcement Agency

gV gl (gaakal s

GCA

Global Cybersecurity Agenda

(ol omd) S allad) el

GClI

Global Cybersecurity Index

) U allaldf Jutall

IGF

the Internet Governance Forum

ol Y AaS gad Baatial) oY) (saila

HRW

Human Rights Watch

Gy il (e sad daliia

ICT

Information & Communication Technology

EYLaiy) g cila slaal) L ol 4iS3

IMF

International Money Fund

B9l a8l §gaia

INTERPOL

International Criminal Police Organization

Agilial) Aa il A0 gal) Aalaial)

ITU

International Telecommunication Union

YL (Jgall sasy)

OHCHR

Code of Conduct for Law Enforcement
Officials

OnblCal) cadls gall & gl 20 6B A5 gra
O g1 s

NIST

National Institute of Standards &Technology

Lol pisilly mlaall bl sgaal)

OECD

Organization for Economic Co-operation
and Development

dalill gaLaiBY) ¢ glail) dalaia

UNODC

UN Office on Drugs and Crime

day ol g il jadally Anall Baaial) aa¥) iiSa

UNTOC

UN Convention Against Organized Crime

Aaaial) day jad) Aadlsal Bansiall aaly) A8LASI

WEF

World Economic Forum

allal) gaLaBy) (g xiial

WSIS

World Summit on the Information Society
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